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Introduction to the New FInCEN AML Rule



SEC’s Role with the FinCEN Rule




Topics We’'ll Discuss

Introduction to the new SEC AML
Rule

Who is Impacted

Key Compliance Requirements

Overview of FInCEN and their role
Context of the new rule
Key components of the final rule

Registered Investment Advisors (RIAS)
Exempt Reporting Advisors (ERAS)
Exclusions and Exemptions

Establishing a risk-based AML/CFT (Countering the
Financing of Terrorism) program

Customer Due Diligence (CDD) and Enhanced Due
Diligent (EDD)

Suspicious Activity Monitoring and Reporting (SARs)
Recordkeeping and Documentation




Topics We’'ll Discuss

Government Cooperation and
Information Sharing

Implementation of an AML/CFT
Program

Preparing for the Compliance
Deadline

Responding to government inquiries
AML investigation and reporting obligations

Establishing internal policies and procedures
Staff training and awareness
Monitoring and auditing the AML program

Steps for immediate action
Resources and tools for compliance
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Are you currently
registered with a:

Broker Dealer
RIA

Both an RIA and a
BD

An ERA




Overview of FinCEN and it’s Role

The Financial Crimes Enforcement Network (FinCEN) is a bureau of the
U.S. Department of the Treasury that plays a key role in safeguarding
the financial system from illegal activities such as money laundering,
terrorist financing, and other financial crimes. Its mission is to support
national security, combat financial crime, and protect the financial
infrastructure through a combination of regulatory oversight, data
analysis, and enforcement.



Overview of FInCEN and Their Role

Key Roles of FinCEN

®* Regulation and Enforcement: FinCEN issues regulations that financial institutions must follow to prevent money laundering and other financial
crimes. It enforces compliance with laws such as the Bank Secrecy Act (BSA), which requires financial institutions to keep records and file reports
that could help detect and prevent money laundering and other illegal activities.

Information Gathering and Analysis: FinCEN collects and analyzes financial data from institutions through reports such as Suspicious Activity
Reports (SARs) and Currency Transaction Reports (CTRs). These reports help identify patterns of illicit activity and serve as valuable intelligence
for law enforcement agencies

® Collaboration with Other Agencies: FInCEN works closely with federal, state, and international law enforcement agencies, as well as foreign
governments and financial institutions, to combat financial crimes on a global scale.

® Financial Intelligence Unit (FIU): FinCEN acts as the U.S. Financial Intelligence Unit, which means it serves as a central point for collecting,
analyzing, and disseminating financial intelligence related to criminal activities.

® Policy Development and Guidance: FinCEN develops and issues guidance to help financial institutions comply with anti-money laundering (AML)
laws and regulations. It also works to create policies aimed at improving the effectiveness of the financial system in detecting and preventing financial
crimes.



The SEC’s new AML Final Rule aims to strengthen measures to combat illicit
finance and national security threats within the investment advisor sector. It
requires Registered Investment Advisors to adopt AML programs and report
suspicious activities, aligning with similar regulations for other financial
institutions. The rule mandates that advisors establish policies to detect,
prevent, and report money laundering and terrorist financing risks. This
includes conducting Customer Due Diligence (CDD), keeping records of
transactions, and filing Suspicious Activity Reports (SARs) with FInCEN.



The rule also enhances transparency by requiring investment advisors to
assess and mitigate potential risks of illicit activities, such as those linked to
Politically Exposed Persons (PEPs). It comes in response to growing
concerns about the role of the investment sector in facilitating financial crimes
and threats to national security. This regulation aims to bolster the U.S.
financial system's resilience against illicit activity while ensuring investment
advisers comply with AML and counterterrorism financing standards. The
SEC's rule strengthens the regulatory framework for investment advisers,
enhancing their role in safeguarding financial markets and national security.



Context of the New Rule

What is a PEP?
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Test Yourself: Are these people PEPs?
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Have you been
subject to AML Rules
in the past with your
current or former

employer?
Yes
No




Key Components of the Final Rule

AML Program
Requirement: Investment
advisers must implement
robust AML programs to
detect, prevent, and report

money laundering and
terrorist financing
activities. These programs
must be tailored to the
firm's specific risks.




Who is Impacted?



Registered Investment Advisors (RIAS)

Registered
Investment
Advisors that

are affiliated
with a Broker
Dealer




Registered Investment Advisors (RIAS)

Registered
Investment
Advisors that are
independent

from the Broker
Dealer that their
reps affiliate with
(outside RIA)




Registered Investment Advisors (RIAS)

Registered
Investment
Advisors that

are fully
independent
from Broker
Dealers




Exclusions and Exemptions

Excluded Investment Advisers Excluded Advisory Activities







Establishing a Risk-Based AML/CFT Program

This portion of the rule has both the most flexibility and yet provides the most
opportunity for error. To establish a program that meets the risk associated
with your RIA’s business practices and clientele.



Customer Due Diligence

Initial Customer Due Diligence




Customer Due Diligence

Comparing Customer Names to the OFAC (Office of Foreign Assets Control) List

The AML Officer will review all prospective customer names against the OFAC Blocked Persons List. Any matches will require further
due diligence by the AML Officer to determine whether the prospective customer is subject to any sanctions.

Prohibited Customers

Under no circumstances will the Firm open any account for, or on behalf of, any person whose name, or alias, is on the OFAC Blocked
Persons List or for any entity that has a principal owner or authorized representative whose name, or alias, is on such list. Additionally,
the Firm will not open any account for, or on behalf of, any person, or for any entity, which resides in, or has connections to, or was
formed in, a regime subject to OFAC sanctions.

Customer Failure to Comply with Firm Policies

If an existing or prospective customer fails to satisfy the Firm's AML policy and procedures, the AML Officer shall decide whether to
require the withdrawal or rejection of such person as a customer and whether it is necessary to report such matter to the appropriate
government agency.



Customer Due Diligence

The Firm is responsible for conducting ongoing customer due diligence. As Firm policy, the
Firm will review customer risk profile information and general customer information with
customers annually. Further, the Firm is responsible for conducting ongoing monitoring to
identify and report suspicious transactions.

The Firm is responsible for filing Suspicious Activity Reports (SARs) to FinCEN if suspicious
transactions are identified based on the Firm's customer risk profile review. Suspicious
transactions are those that, among other things, have no business or apparent lawful purpose
or are not the sort in which the particular customers would normally be expected to engage.

Key risk factors for a natural person customer may include the source of funds, the jurisdiction
in which the customer resides, and the customer's country(ies) of citizenship. The Firm can
evaluate certain lower risk relationships through consideration of “inherent or self-evident
information,” including the type of customer or type of account, service or product.



Suspicious Activity Monitoring and
Reporting (SARs)

Within 30 days of initial detection by the
investment adviser of facts that may
constitute a basis for filing a SAR, the Firm
must complete and file a SAR with FinCEN in
accordance with all form instructions and
applicable guidance.

The Firm is required to collect and maintain
supporting documentation relating to each
SAR separately and make such documentation
available to (1) FinCEN, (2) any Federal, State,
or local law enforcement agency, and (3); or
any Federal regulatory authority, such as the
SEC. This documentation must be maintained
for a period of five years from the date of
filing.
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Have you ever seen any
suspicious activity that
you would have

reported under this rule

had it been in effect?

Yes
\[o




Currency Transaction Reports (CTRs) Filing and

Recordkeeping

In compliance with the new rule, the Firm is now required to file reports for
the receipt of more than $10,000 in cash and negotiable instruments using
a CTR, unless subject to an applicable exemption. CTR filing is available for
free via the FinCEN BSA E-Filing System. The CTR filing replaces the Form
8300. The Firm is also responsible for creating and retaining records for

transmittals of funds.

This requirement is unlikely to apply to most RIA Firms. However,
understanding it and knowing that if you do accept currency, this portion of

the rule will apply to your business.



Recordkeeping and Documentation

Travel Rule Requirements

Wire Transfers




Recordkeeping and Documentation

Does the rule require any reporting How long does a financial
to the government of any institution have to keep records
information? required by these new rules?







Responding to Government Inquiries




AML Investigations and Reporting
Obligations

Within 30 days of initial detection by the
investment adviser of facts that may constitute a
basis for filing a SAR, the Firm must complete and
file a SAR with FinCEN in accordance with all form
instructions and applicable guidance. The is
required to collect and maintain supporting
documentation relating to each SAR separately and
make such documentation available to (1) FinCEN,
(2) any Federal, State, or local law enforcement
agency, and (3); or any Federal regulatory authority,
such as the SEC. This documentation must be
maintained for a period of five years from the date
of filing.

If no suspect is identified on the date of such initial
detection, the Firm may delay filing a SAR for an
additional 30 calendar days to identify a suspect,
but in no case shall reporting be delayed more than
60 calendar days after the date of such initial
detection.




Implementation of an AML/CFT

Program




Establishing Internal Policies and Procedures

The rule requires RIAs and ERAs to:

®* implement a risk-based and reasonably designed AML/CFT program;

* file certain reports, such as Suspicious Activity Reports (SARs), with FinCEN;

* keep certain records, such as those relating to the transmittal of funds (i.e., comply with the Recordkeeping and Travel Rules); and

* fulfill certain other obligations applicable to financial institutions subject to the BSA and FinCEN’s implementing regulations, such as
special information sharing procedures.

FinCEN is delegating its examination authority for the requirements of this rule to the SEC, the Federal functional regulator
responsible for the oversight and regulation of investment advisers.

The Firm’s AML/CFT program must be approved in writing by its board of directors or trustees, or if it does not have a board, by its
sole proprietor, general partner, trustee, or other persons that have functions similar to a board of directors (this may include the
Chief Executive Officer, Chief Financial Officer, Chief Operations Officer, Chief Legal Officer, Chief Compliance Officer, Director, and
other senior management with similar status or function). The Advisor’s written program to be made available for inspection by
FinCEN or the SEC.



Staff Training and Awareness

The Firm is responsible for establishing a training program which should provide
a general awareness of overall AML/CFT requirements and money laundering,
terrorist financing, and other illicit finance risks. The training may be conducted
through outside or in-house seminars and may include computer-based or
virtual training.

The Firm’s training program must also address more job-specific guidance
tailored to particular employees’ roles and functions with respect to the entities'
particular AML/CFT program
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Have you completed
AML training in the
past?

Yes
\[o




Monitoring and Auditing the AML Program

The Firm is required to conduct independent testing either by the
investment adviser's personnel or a qualified outside party. The Firm is
permitted to use trained internal staff who are not involved in the function
being tested, the AML/CFT officer or any party who directly, and in some
cases, indirectly reports to the AML/CFT officer.






Steps for Inmediate Action

Analyze your Firm's Draft your Firm's

needs new policies




Resources and Tools for Compliance

Start to Prepare Now

If you work with a compliance consultant, your consultant should be able to assist you with
creating your new AML program.

Financial Crimes Enforcement Network has information and guidance on its website.
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